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1
VERSATILE INFORMATION MANAGEMENT

CROSS REFERENCE TO OTHER
APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application No. 60/640,971 entitled INFORMATION PRO-
TECTION AND MANAGEMENT filed Dec. 31, 2004,
which is incorporated herein by reference for all purposes.

FIELD OF THE INVENTION

The present invention relates generally to electronic infor-
mation, more specifically to information management.

BACKGROUND OF THE INVENTION

Computer backup and recovery tools are typically used by
scheduling a set number of backups, such as one backup per
day. A potential problem with the traditional backup system
is that if a user needs to recover data, the data that was
created after the last backup will typically be lost. It would
be desirable to efficiently protect and manage information so
that the information can be recovered even in between
scheduled backups.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 is a block diagram of components for information
protection and management in some embodiments.

FIG. 2 is a block diagram of an interceptor in some
embodiments.

FIG. 3 shows an example of the routing components that
may be included in a distributor in some embodiments.

FIG. 4 is an illustration of a system for protecting and
managing information in some embodiments.

FIG. 5 is an illustration of a SAN or switch-based
configuration used in some embodiments.

FIG. 6 shows another example of a system for information
protection and management in some embodiments.

FIG. 7 shows another example of a system for information
protection and management in some embodiments.

FIGS. 8A-8C are flow diagrams of a method for protect-
ing and managing information in some embodiments.

FIG. 9 is a flow diagram of a method for intercepting and
storing information in some embodiments.

FIG. 10 is a flow diagram of a method for storage
indexing in some embodiments.

FIGS. 11A-11B are flow diagrams of a method executed
by a journal engine in some embodiments.

FIG. 12 is a flow diagram for a method of block and file
versioning in some embodiments.

FIG. 13 is a flow diagram of a method for recovery of
stored data in some embodiments.

FIG. 14 is a flow diagram of a method for backing up data
in some embodiments.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process, an apparatus, a system, a composition
of matter, a computer readable medium such as a computer
readable storage medium or a computer network wherein
program instructions are sent over optical or electronic
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2

communication links. In this specification, these implemen-
tations, or any other form that the invention may take, may
be referred to as techniques. In general, the order of the steps
of disclosed processes may be altered within the scope of the
invention.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is not unnecessarily obscured.

FIG. 1 is a block diagram of components for information
protection and management in some embodiments. FIG. 1
can be better understood when discussed in conjunction with
FIGS. 2 and 3. FIG. 2 is a block diagram of an interceptor
in some embodiments. FIG. 3 shows an example of the
routing components that may be included in a distributor in
some embodiments.

In the example shown in FIG. 1, user applications 100 are
monitored by an interceptor 102. Examples of user appli-
cations include file systems, databases, and applications
such as financial or word processing. All applications may
be selected to be monitored by the interceptor 102 or a
subset of the applications may be selected to be monitored.
The interceptor may intercept input/output (I/O) from the
application to the operating system. In some embodiments
the interceptor 102 continuously monitors I/Os from the
application.

In some embodiments, if interceptor 102 resides on a host
machine, the information may be captured before writing to
storage. If interceptor 102 resides in a SAN, then the
information can be captured when the operating system is
about to write to storage. If interceptor 102 is in a NAS or
on a TCP/IP switch, then the TCP/IP packets may be
intercepted.

In the example shown in FIG. 2, interceptor 102' is shown
to include a file interceptor 200, a protocol packet intercep-
tor 202, and a block interceptor 204. In some embodiments
only one of these interceptor components 200-204 are
included in interceptor 102'. In some embodiments, two or
more of these interceptor components 200-204 are included
in interceptor 102"

In one embodiment, interceptor 102' resides on a host
machine and uses the file interceptor which may trap file I/O
and generate meta-info on the file I/Os. In another embodi-
ment, the interceptor 102' resides in a NAS and uses the
protocol packet interceptor which traps packets such as
NFS, CIFS, or iSCSI packets in an IP platform. In another
embodiment, the interceptor 102' resides either in a SAN or
on a host machine and uses a block interceptor which may
intercept changes to data blocks. Further details of using the
file interceptor 200 and block interceptor 204 will later be
discussed in conjunction with FIG. 12.

Returning to FIG. 1, the interceptor 102 may generate
meta-information packets herein referred to as a milestone
marker, indicating a significant event of the information.
Meta-information, as used herein, includes information



US 9,454,440 B2

3

about information. Examples of events that might trigger a
milestone marker include the creation of a file, the deletion
of a file, and a backup milestone marker. An example of
when a backup milestone marker might be used is when
backup markers are inserted according to a preset schedule.
Another example is when backup milestone markers are
used opportunistically, such as when the system is quiet and
it may be determined that it is a good point to recover data.

In some embodiments, the interceptor 102 receives the
information, puts it into a packet or packets, and passes it to
the distributor 104.

The distributor 104 may receive the packets and sends
them to the journal logger 106 according to various routing
schemes. Examples of the different routing schemes that
distributor 104 may use include network routing and SAN
routing.

In the example shown in FIG. 3, distributor 104' is shown
to include a network routing component 250 and a SAN
routing component 252. In some embodiments, distributor
104' may include a single routing component, such as
network routing 250 or SAN routing 252. In some embodi-
ments, distributor 104' may include more than one routing
component such as network routing 250 and SAN routing
252. Examples of protocols that may be used by network
routing component 250 include RPC, TCP/IP, and iSCSI.
Examples of protocols that may be used by the SAN routing
component 252 include SCSCI and fiber channel protocol
(FCP).

Returning to FIG. 1, distributor 104 can be either
remotely located from interceptor 102 or local to interceptor
102. Accordingly, the information protection and manage-
ment technique illustrated in FIG. 1 can be applied to any
operating system used by the applications 100, as well as
being adaptable to any network configuration.

The distributor 104 sends the information to journal
logger 106. In some embodiments, the journal logger 106
transforms and normalizes the intercepted packets so that
further storage and management of these packets may be
independent of the type of interceptor 102 and distributor
104. In some embodiments, the journal logger may trans-
form the received information into meta-information and
filter out insignificant information. It may also normalize to
a predetermined format using technologies such as XML or
XDR. For example, the distributor 104 may send packets in
TCP/IP format and the journal logger 106 may transform the
TCP/IP packets into a predetermined format such as XML.

The interceptor 102, the distributor 104, and the journal
logger 106 may be incorporated into high performing off-
the-shelf components such as routers and multi-protocol
switches such as those made by Cisco or Brocade.

The information may be stored in the persistent store 110
which is shown to include multiple storage 112A-112F,
including a metadata repository 112A. In some embodi-
ments the data is stored in storage 112B-112F while the
metadata associated with the data is stored in the metadata
repository 112A. The persistent store 110 may be an intel-
ligent persistent store with processing capabilities.

The journal logger 106 may communicate with the journal
engine 114 using the cache store 108 and/or the persistent
store 110.

In some embodiments, the persistent store 110 is an
intelligent data storage device that can note and update
version information regarding data that is stored and index
data information such as time and version related to the
stored data. The persistent store 110 may also work with
virtualized storage such as a virtual LUN. It may also
perform as a multi-versioning information system that can
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work with various implementations such as file system or
object store using various technologies. This feature may be
accomplished, for example, by adding a pluggable module
and layer to support versioning, such as comprehensive
versioning file system (CVFS) developed by Carnegic Mel-
lon University, Reiser4 FS, or Versioning FS. Another
example of technology that may be used to implement the
multi-versioning information system is Multiple Version
Access Structure as described in “An Efficient Multiversion
Access Structure” by Peter J. Varman, Rakesh M. Verma,
IEEE Transactions on Knowledge and Data Engineering,
Vol. 9, No. 3, pp. 391-409, May/June 1997. The persistent
store 110 can use any storage media such as SATA, ATA,
SCSI, and FC discs.

The journal engine 114 may manage the information
stored in the persistent store 110. The journal engine 114
may include a query processing engine to respond to user
requests. It may also determine and maintain the number of
copies of a particular data as well as where those copies are
located, and when various versions were created.

The journal engine 114 may also include a policy engine
that enforces policy such as enterprise policy or SEC com-
pliance policy. For example, the journal engine 114 may
manage how many versions of data may be stored, when to
move the data to another storage device, how many copies
of a particular document to retain, etc. It may also maintain
original data source information such as what program
created the data and its various properties, such as who
created it, when it was created, and its size, as well as storage
entities associated with the data, and storage stack schema
such as file system, volume manager, or LUNS. The journal
engine 114 may also manage milestone markers by, for
example, posting markers in persistent storage, and deter-
mining what the milestone markers mean. For example, a
milestone marker may indicate that it is a good point to
backup, or it may indicate a meaningful version. The journal
engine 114 may also maintain metadata information.
Examples of such metadata information include information
such as two copies having been made of a particular docu-
ment and one of them having been deleted and at what time
and by whom.

The journal engine 114 may also manage journal com-
paction for storage optimization as well as managing
encryption of particular data. The journal engine 114 may
also manage virtual snapshots to allow a user to view data
at any point in time. The virtual snapshot options can be
presented in various forms such as an NFS, CIFS file system,
or as a LUN. For example, if a user requests to see D drive
as it was at 2:00 p.m., the journal engine 114 may construct
the complete set of data for D drive at 2:00 p.m. from
persistent storage 110, and if necessary, from various sec-
ondary storage devices if data has been moved to these
devices for optimization purposes. Further details of the
journal engine 114 will be discussed later in conjunction
with the remaining figures.

The virtual access interface 116 may present requested
information to a user in various forms, such as LUN, file
system, or network file system, or application objects. The
virtual access interface 116 may work in conjunction with
services and management console 118 which may function
as a user interface, such as a graphical user interface, to
allow a user to set policies, configuration, query selection,
and general interface with the user for browsing and recov-
ery.

FIG. 4 is an illustration of a system for protecting and
managing information in some embodiments. In this
example, an application server 300A is shown to be coupled
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with a LAN 308A. The application server is also shown to
be coupled with a host storage system 304A. The LAN 308A
is also shown to be coupled with a data protection appliance
302A. The data protection appliance 302A may be any
processing machine capable of hosting at least one data
protection component 102-110 of FIG. 4. The data protec-
tion appliance 302A is also shown to be coupled with a
storage 306A. Storage 306A may be a protection vault that
includes multiple storage devices.

In some embodiments, the interceptor 102 and distributor
104 may reside in the application server 300A. The journal
logger 106, journal engine 114, and persistent store 110 may
reside in the data protection appliance. Additionally, the
virtual access interface 116 (of FIG. 1) and services and
management console 118 (also of FIG. 1), may reside in the
data protection appliance 302A.

In another example, the interceptor 102 may reside in the
host storage system 304A.

FIG. 5 is an illustration of a SAN or switch-based
configuration used in some embodiments. In this example,
the LAN 308B is shown to be coupled with an application
server 300B and the data protection appliance 302B. The
application server 300B and data protection appliance 302B
are both shown to be coupled with a switch 320. The switch
320 is shown to be coupled with the storage system 304B
and protection vault 306B. In one variation, the data pro-
tection appliance 302B may be directly coupled with the
protection vault 306B.

In some embodiments, the interceptor 102, distributor
104, and journal logger 106 may reside in switch 320. The
journal engine 114 and persistent store 110 may reside in the
data protection appliance 302B.

In some embodiments, the interceptor 102, distributor
104, and journal logger 106 may reside in the storage system
304B. In some embodiments, the journal logger may reside
in the data protection appliance 302B. In some embodi-
ments, the interceptor 102, distributor 104, and journal
logger 106 may reside in the application server 300B.

FIG. 6 shows another example of a system for information
protection and management in some embodiments. In this
example, the application server 300C is shown to be coupled
with the LAN 308C, which in turn is shown to be coupled
with the network attached storage 330A and the data pro-
tection appliance 302C. The data protection appliance 302C
is shown to be coupled with protection vault 306C.

In some embodiments, the interceptor 102, distributor
104, journal logger 106, journal engine 114 and persistent
store 110 may also reside in the data protection appliance
302C. In other embodiments, the interceptor 102 and dis-
tributor 104 may reside in the application server 300C while
the journal logger 106, journal engine 114 and persistent
store 110 reside in the data protection appliance 302C. In
other embodiments, the interceptor 102, distributor 104, and
journal logger 106 may reside in the network attached
storage 330A, while the journal engine 114 and persistent
store 110 reside in the data protection appliance 302C. In yet
other embodiments, the interceptor 102, distributor 104 and
journal logger 106 may reside in the application server
300C. In yet other embodiments, a switch (not shown) may
also be coupled with the LAN 308C and the switch may
have the interceptor 102 and distributor 104 residing in it.

FIG. 7 shows another example of a system for information
protection and management in some embodiments. In this
example, the LAN 308D is shown to be coupled with
multiple application servers 300D-300E as well as the data
protection appliance 302D and the network attached storage
330B. The application server 300D and data protection
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appliance 302D are shown to be coupled with a switch 340
which in turn is shown to be coupled with storage 306D and
304D.

In some embodiments, all of the protection components
102-114 may reside in the data protection appliance 302D.
In other embodiments, the interceptor 102 and distributor
104 may reside in one of the application servers 300D-E. In
other embodiments, the interceptor 102, distributor 104 and
journal logger 106 may reside in the switch 340. In yet other
embodiments, a LAN switch (not shown) may be coupled
with the LAN 308D and the interceptor 102 and distributor
104 may reside in the LAN switch.

The systems described in FIGS. 4-7 are merely examples
of possible configurations. Other configurations are contem-
plated in other embodiments, including any combination of
protection components 102-114 residing in any combination
of devices.

FIGS. 8A-8C are flow diagrams of a method for protect-
ing and managing information in some embodiments. In this
example, input/output (I/O) is continuously monitored from
the application to the operating system 400. The 1/O is
intercepted 402. For example, if drive D is to be continu-
ously monitored, then /O from the applications in drive D
to the operating system are intercepted. Likewise, if a
particular file is to be monitored, then the /O associated
with that file is continuously monitored and intercepted.

In some embodiments, it is determined whether a mean-
ingful version has been created 404. For example, if a user
is working on a word document, then the changes to that
word document may be continuously monitored and inter-
cepted. It is determined whether this particular change to the
document is a meaningful version. An example of a mean-
ingful version is when a user makes changes, saves the
changes, and closes the document.

If it is determined that this is a meaningful version 404,
then the data and metadata are saved 406. Metadata as used
herein refers to information related to the data. Examples of
metadata include the time the data was created, who created
it, what application it is associated with, etc. The storage
metadata is then updated and maintained 408. Storage
metadata as used herein refers to information related to data
that is stored. Examples of storage metadata include the
storage location of the data, how many copies of this
particular data has been stored, how many versions of this
document or file has been stored, etc.

It may also be determined whether this intercepted I/O is
a milestone 410. A milestone, as used herein, refers to
significant events of information such as creation of a file,
deletion of a file, and a good point for performing a backup.
If it is a milestone event 410, then a milestone marker is
associated with the data 412.

It may also be determined whether to store in high
performance media 422. For example, a particular file may
be designated as being important enough to always store in
high performance media or certain types of documents, such
as PowerPoint Presentations, may be designated to always
be stored in lower performance media. Accordingly, if it is
determined that this data should not be stored in high
performance media 422, then it is stored in the lower
performance media 424. If, however, it is determined that it
should be stored in high performance media, then it is stored
in high performance media 426. The storage metadata is
then updated 428 to indicate the location of the data in the
storage media.

It may also be determined as to whether the data is
changing regularly 414. The level of regular or frequent
changes can be configured as a policy to determine at what
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level of usage a file should be stored in a lower performance,
low cost storage. If data is not changing regularly, then it
may be moved to a low cost, low performance storage 416.
If, however, data is changing regularly 414, then the data is
maintained in the high performance storage 420.

It may also be determined whether a file is being deleted
450. If the intercepted 1/O is for deleting a file, then it is
determined whether the policy allows the deletion of'this file
456. If the predetermined policy does not allow the deletion
of this file, then a copy of the file is maintained 458. For
example, an enterprise policy or an SEC policy might
require that all financial documents be saved for a certain
number of years. If the file that the user is attempting to
delete is a financial document, then depending on the policy,
the file may be deleted in the user’s computer but a copy of
the file may be maintained in low performance archival
storage.

If policy does allow deletion of this file 456, then the file
is deleted 460. It may also be determined whether the policy
directs the deletion of all copies and versions of the file when
the file is deleted on the user’s machine 462. If the policy
does not direct the deletion of all copies and versions, then
copies and versions of the file are maintained 464. If,
however, the policy directs deletion of all copies and ver-
sions 462, then all copies and versions of the file are deleted
466. For example, if a Power Point presentation is deleted by
a user, and there are ten saved versions of that presentation,
then all ten saved versions will be deleted when the user
deletes the current presentation.

It may also be determined whether the policy requires a
particular action 468, in which case, the action may be
performed according to policy 470. For example, a company
may have a policy to save all emails in a specific email
repository. In that example, it would be determined whether
the intercepted 1/O is related to an email and if so it would
be saved in the specified email repository.

FIG. 9 is a flow diagram of a method for intercepting and
storing information in some embodiments. In this example,
1/0 is intercepted from the applications to the operating
system 500. Metadata packets are generated 502. Examples
of metadata include the time that a change occurred, which
application it occurred in, and which computer system it
occurred in. It is determined whether this event is a mile-
stone 504. If it is a milestone, then a milestone marker is
included in the metadata packet 506.

It is also determined whether the data and metadata
packets should be sent via a network routing protocol 508.
If it should not be sent via a network routing protocol, then
a SAN routing protocol or Shared Memory strategy is used
to send the packets in this example 510. If, however, a
network routing protocol should be used 508, then network
routing protocol is used to send the packets 512. In some
embodiments, the packets are sent to the journal logger, such
as journal logger 106 of FIG. 1.

The packets may be transformed to desired format 514.
For example, the packets may be transformed into XML and
sent to the storage media in an FC packet format. The
packets are then stored 516.

FIG. 10 is a flow diagram of a method for storage
indexing in some embodiments. In this example, data pack-
ets are received for storage 600. It is determined whether
these packets are metadata 602. If the packets are metadata
602, then the packets are stored in the metadata repository
604. If the packets are not metadata 602, then it is deter-
mined whether there is already a copy of this file 606. A file,
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as used herein, refers to any group of data, such as a file, a
document, an Excel spreadsheet, a database, or a file system
or directory.

It is then determined whether there is already a copy of
this data 606. If there is already a copy stored in the storage
media 606, then copy information and storage location are
updated in the storage index 608. In some embodiments, a
storage index is maintained which includes information such
as how many copies of a file are stored, how many versions
of a file are stored, and the storage locations of each of these
copies and versions.

It may also be determined whether there is an old version
of this data 610. If there is an old version, then version
information and storage locations of the various versions are
updated in the storage index 612.

It may also be determined whether these received packets
indicate that a file is being deleted 614. If it is being deleted,
then the storage index is updated with which copy or version
is being deleted 616.

In some embodiments, keeping track of this type of
information facilitates answering queries related to the
stored data as well as assisting in SEC compliance or
enterprise policy compliance.

FIGS. 11A-11B are flow diagrams of a method executed
by a journal engine in some embodiments. In this example,
it is determined whether a maximum number of versions has
been reached 700. For example, a policy may dictate that up
to ten versions of a document can be saved. If the maximum
number of versions has been reached, then the oldest version
is deleted in this example 702.

It may also be determined whether this particular situation
is a good recovery point 704. One example of a good
recovery point is when all or most the applications are not
active or in a quiescent state, such as the middle of the night
when very few changes are occurring in the system. Another
example of a recovery point is a scheduled recovery point
such as scheduling a recovery point every two hours.

In some embodiments, if this situation is a recovery point
704, then the applications may be made quiescent 706.
When applications are made quiescent, the I/Os are held
during this time in order to obtain a clean point at which a
backup can be made. In some embodiments, a backup is not
made at this time. The applications are made quiescent and
a backup milestone marker is placed 708. Since an actual
backup is not performed in some embodiments, the quiesc-
ing of the applications and placing of the backup milestone
marker can be performed quickly and efficiently.

It may also be determined whether specific stored data is
old 710. The age at which data is deemed old can be
specified in a policy. For example, data that is one week old
may be determined to be old. If the data is old, then it may
be archived in a lower performance storage 712.

It may also be determined whether data in the persistent
store has reached a predetermined amount of space 750. If
the stored data has filled a predetermined amount of space,
then data may be moved to a lower performance storage 752,
in some embodiments. In some embodiments, the data that
is moved to a lower performance storage may be prioritized
so that certain types of data are moved to the lower perfor-
mance storage before other types of data. For example,
PowerPoint Presentations may be moved to lower perfor-
mance storage before emails are moved, which in turn,
might be moved to lower performance storage before Word
documents.

It may also be determined whether stored data is confi-
dential 754. If data is confidential then encryption may be
applied to such data 756.
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It may also be determined whether the stored data is
compressible 758. If certain data are compressible, then
compression may be applied to such data 760.

FIG. 12 is a flow diagram for a method of block and file
versioning in some embodiments. In this example, it is
determined whether to perform file versioning 800. If file
versioning should occur then files to monitor are identified
802. For example, an entire file system may be designated to
be monitored, or a particular file or group of files may be
identified to be monitored. Block changes to the selected
files are then monitored and intercepted 804. These changes
are then saved such that the changes are associated with the
file to which the change has been made.

If it is determined that file versioning should not occur
800, then the blocks of data to be monitored are identified
808. In some embodiments the data blocks to be monitored
are independent of the files to which the data is associated.
Changes to these blocks are then monitored and intercepted
810. The changes to these blocks are saved, and the metadata
associated with these changes are also updated 812.
Examples of the metadata associated with the changed
blocks include which file the data blocks are associated with.
Using the saved metadata, the files to which the saved blocks
belong may be reconstructed 814.

Accordingly, both block and file versioning may be per-
formed. This can be configured as part of setup by choosing
appropriate strategy of using File or Block or combination of
both.

FIG. 13 is a flow diagram of a method for recovery of
stored data in some embodiments. In this example, a request
to view a file is received 900. For example, a request to view
a file named D:/A.Text may be received. Multiple versions
with milestone properties may be found 902. For example,
a search may be conducted in the persistent store, such as the
persistent storage 110 of FIG. 1, for multiple versions of the
requested file. The milestone properties associated with
those versions are also found. Examples of the milestone
properties include date and time of the versions.

These versions may be displayed with their milestone
properties 904. Accordingly, the user may view a list of
versions with the time, the version, and quiescent points
indicating that this particular version is a backup quality
version. A request to restore one of the versions may then be
received 906 and the selected version is then restored 908.

FIG. 14 is a flow diagram of a method for backing up data
in some embodiments. In this example, a request to perform
a backup is received. Recovery point milestone markers are
then located 952. A recovery point is then selected 954. For
example, versions with recovery point milestone markers
may be located and displayed to a user and a user may select
a recovery point to backup. Alternatively, backups may be
scheduled so that versions from a particular time are auto-
matically selected 954.

Using the storage metadata, the stored data associated
with the selected recovery point milestone marker is located
956. For example, the storage metadata may indicate where
the selected data is stored. Backup is then performed with
the selected stored data in this example 958. In some
embodiments, the backups are performed with the stored
data, allowing the applications to perform at normal perfor-
mance levels.

Although the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.
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What is claimed is:

1. A system for information management comprising:

a processor configured to:

intercept an output received from an application;

generate one or more packets that include the inter-
cepted output;

distribute a first set of packets according to a Trans-
mission Control Protocol/Internet Protocol (TCP/IP)
routing scheme, wherein the first set of packets are in
TCP/IP format;

distribute a second set of packets according to a storage
area network (SAN) routing scheme;

transform the first set of packets from TCP/IP format
into a common format associated with a markup
language;

transform the second set of packets into the common
format;

store the first set of packets transformed into the
common format and the second set of packets trans-
formed into the common format;

in the event an indication is received to restore data to
a state it was in at a previous point in time, retrieving
at least some of the first set of packets transformed
into the common format or at least some of the
second set of packets transformed into the common
format and use the retrieved information to restore
the data to the state it was in at the previous point in
time;

insert one or more recovery points in the event it is a
scheduled time to insert a recovery point or in the
event substantially all applications are in a quiescent
state, wherein the inserted one or more recovery
points are included in the one or more generated
packets and are distributed and stored;

in response to receiving an indication perform a back
up, locate the inserted recovery points;

receive a selection from the located recovery points of
a recovery point to back up; and

access stored metadata to obtain the location of stored
data corresponding to the selected recovery point to
back up; and

a memory configured to provide the processor with

instructions.

2. The system of claim 1, wherein the processor is further
configured to generate a milestone marker packet in the
event the output is associated with creating a file, the output
is associated with deleting a file, or the output is associated
with a backup milestone marker inserted according to a
preset schedule; and wherein the packets distributed and
stored include the milestone marker packet.

3. The system of claim 1, wherein:

in the event the processor configured to intercept the

output is on a network attached storage (NAS) device,
the processor is configured to intercept the output using
a protocol packet interceptor which is configured to
intercept packets in an Internet Protocol (IP) format;
and

in the event the processor configured to intercept the

output is on a storage area network (SAN) device, the
processor is configured to intercept the output using a
block interceptor which is configured to intercept
changes to one or more selected data blocks indepen-
dent of which files those data blocks are associated
with.

4. The system of claim 1, wherein intercepting occurs
before an operating system writes to a storage.
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5. A computer program product for information manage-
ment, the computer program product being embodied in a
non-transitory computer readable storage medium and com-
prising computer instructions for:

intercepting an output received from an application;

generating one or more packets that include the inter-

cepted output;

distributing a first set of packets according to a Transmis-

sion Control Protocol/Internet Protocol (TCP/IP) rout-
ing scheme, wherein the first set of packets are in
TCP/IP format;

distributing a second set of packets according to a storage

area network (SAN) routing scheme;

transforming the first set of packets from TCP/IP format

into a common format associated with a markup lan-
guage;

transforming the second set of packets into the common

format;

storing the first set of packets transformed into the com-

mon format and the second set of packets transformed
into the common format;

in the event an indication is received to restore data to a

state it was in at a previous point in time, retrieving at
least some of the first set of packets transformed into
the common format or at least some of the second set
of packets transformed into the common format and
using the retrieved information to restore the data to the
state it was in at the previous point in time;

inserting one or more recovery points in the event it is a

scheduled time to insert a recovery point or in the event
substantially all applications are in a quiescent state,
wherein the inserted one or more recovery points are
included in the one or more generated packets and are
distributed and stored;

in response to receiving an indication perform a back up,

locating the inserted recovery points;

receiving a selection from the located recovery points of

a recovery point to back up; and

accessing stored metadata to obtain the location of stored
data corresponding to the selected recovery point to
back up.

6. The computer program product of claim 5, further
comprising computer instructions for generating a milestone
marker packet in the event the output is associated with
creating a file, the output is associated with deleting a file,
or the output is associated with a backup milestone marker
inserted according to a preset schedule; and

wherein the packets distributed and stored include the

milestone marker packet.
7. The computer program product of claim 5, wherein
intercepting occurs before an operating system writes to a
storage.
8. The computer program product of claim 5, wherein:
in the event intercepting the output occurs on a network
attached storage (NAS) device, the computer instruc-
tions for intercepting the output include computer
instructions for using a protocol packet interceptor
which is configured to intercept packets in an Internet
Protocol (IP) format; and

in the event intercepting the output occurs on a storage
area network (SAN) device, the computer instructions
for intercepting the output include computer instruc-
tions for using a block interceptor which is configured
to intercept changes to one or more selected data blocks
independent of which files those data blocks are asso-
ciated with.
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9. A system for information management comprising:
a processor configured to:
intercept an output received from an application,
including by:
in the event a configuration setting associated with
file versioning is received, use a file interceptor
which is configured to intercept changes to one or
more selected files; and
in the event a configuration setting associated with
block versioning is received, use a block intercep-
tor which is configured to intercept changes to one
or more selected data blocks independent of which
files those data blocks are associated with;
generate one or more packets that include the inter-
cepted output
distribute a first set of packets according to a Trans-
mission Control Protocol/Internet Protocol (TCP/IP)
routing scheme, wherein the first set of packets are in
TCP/IP format
distribute a second set of packets according to a storage
area network (SAN) routing scheme;
transform the first set of packets from TCP/IP format
into a common format associated with a markup
language;
transform the second set of packets into the common
format;
store the first set of packets transformed into the
common format and the second set of packets trans-
formed into the common format; and
in the event an indication is received to restore data to
a state it was in at a previous point in time, retrieving
at least some of the first set of packets transformed
into the common format or at least some of the
second set of packets transformed into the common
format and use the retrieved information to restore
the data to the state it was in at the previous point in
time; and

a memory configured to provide the processor with

instructions.

10. The system of claim 9, wherein the processor is
further configured to generate a milestone marker packet in
the event the output is associated with creating a file, the
output is associated with deleting a file, or the output is
associated with a backup milestone marker inserted accord-
ing to a preset schedule; and wherein the packets distributed
and stored include the milestone marker packet.

11. The system program product of claim 9, wherein
intercepting occurs before an operating system writes to a
storage.

12. The system of claim 9, wherein:

in the event the processor configured to intercept the

output is on a network attached storage (NAS) device,
the processor is configured to intercept the output using
a protocol packet interceptor which is configured to
intercept packets in an Internet Protocol (IP) format;
and

in the event the processor configured to intercept the

output is on a storage area network (SAN) device, the
processor is configured to intercept the output using a
block interceptor which is configured to intercept
changes to one or more selected data blocks indepen-
dent of which files those data blocks are associated
with.

13. A computer program product for information man-
agement, the computer program product being embodied in
a non-transitory computer readable storage medium and
comprising computer instructions for:
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intercepting an output received from an application,
including by:
in the event a configuration setting associated with file
versioning is received, using a file interceptor which
is configured to intercept changes to one or more
selected files; and
in the event a configuration setting associated with
block versioning is received, using a block intercep-
tor which is configured to intercept changes to one or
more selected data blocks independent of which files
those data blocks are associated with;
generating one or more packets that include the inter-
cepted output
distributing a first set of packets according to a Transmis-
sion Control Protocol/Internet Protocol (TCP/IP) rout-
ing scheme, wherein the first set of packets are in
TCP/IP format;
distributing a second set of packets according to a storage
area network (SAN) routing scheme;
transforming the first set of packets from TCP/IP format
into a common format associated with a markup lan-
guage;
transforming the second set of packets into the common
format;
storing the first set of packets transformed into the com-
mon format and the second set of packets transformed
into the common format; and
in the event an indication is received to restore data to a
state it was in at a previous point in time, retrieving at
least some of the first set of packets transformed into
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the common format or at least some of the second set
of packets transformed into the common format and
using the retrieved information to restore the data to the
state it was in at the previous point in time.
14. The computer program product of claim 13, further
comprising computer instructions for generating a milestone
marker packet in the event the output is associated with
creating a file, the output is associated with deleting a file,
or the output is associated with a backup milestone marker
inserted according to a preset schedule; and wherein the
packets distributed and stored include the milestone marker
packet.
15. The computer program product of claim 13, wherein
intercepting occurs before an operating system writes to a
storage.
16. The computer program product of claim 13, wherein:
in the event intercepting the output occurs on a network
attached storage (NAS) device, the computer instruc-
tions for intercepting the output include computer
instructions for using a protocol packet interceptor
which is configured to intercept packets in an Internet
Protocol (IP) format; and

in the event intercepting the output occurs on a storage
area network (SAN) device, the computer instructions
for intercepting the output include computer instruc-
tions for using a block interceptor which is configured
to intercept changes to one or more selected data blocks
independent of which files those data blocks are asso-
ciated with.



